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Overview

This document describes how to upgrade your bright blue system to version 2.0.1. Follow the directions below
to upgrade your system.

Note: The 2.0.1 upgrade can only be performed if you are currently running version 1.1.2. If you are running
versions 1.0.4 or below, you must contact Technical Support for the v1.1.2 upgrade file and then upgrade to v1.1.2
before upgrading to v2.0.1. If you are running version 2.0.0 then you need to apply the 2.0.1 Patch, not the full
upgrade. Please see the 2.0.1 Patch manual for details on upgrading from version 2.0.0 to 2.0.1. To determine
your version number, click on the About button on the left of the main bright blue screen.

System Changes Due to Upgrade

Transaction History

During the upgrade all but the last 30 days of transaction history will be archived. This means that any reports that
are run after the upgrade will only contain information from the last 30 days. If you wish to run reports that will
include this data it is important to do so before upgrading. After the upgrade the data will be archived and
accessible as a .csv file (readable by Microsoft Excel or other spread sheet programs).

Database Backup

The upgrade process will remove all older database backup files from the onboard USB drive. Because of this we
recommend backing up your database to your computer before running the upgrade and running a manual backup
of the database as soon as the upgrade is finished. Please see the Backup Database sections of the Before
Upgrade and After Upgrade chapters for more details.
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Before Upgrade

Before upgrading your bright blue system a few steps need to be followed:
1 Backup your database.

Disable SSL Encryption (if enabled).

Unlock any doors that you need access to during the upgrade.

Verify amount of Transaction History.

a b W N

Download the Upgrade Files.

Backup Database to Computer

It is strongly recommended that the current version of the database be saved to your computer before upgrading.

If Internet Explorer blocks the file from downloading you will need to enable downloading.

To enable downloading:
* Follow the steps in the Enabling downloads with Internet Explorer section of the User's Manual.
This will permanently enable downloading.
OR

* Hold the Ctrl key down while clicking on the Download button in step 4 and while clicking on the Save
button in step 5 (see steps 4 and 5 below). This will temporarily enable downloading.

To save a copy of the database to your computer:

1 Go to Utilities.

2 Click on the Restore database button in the Database Utilities section. The Database Restore window
will open.
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s utilities - Database Restore &
F4 Halp

i Restore Database

Restore irom a local archive or seloct a backep from the list below (o
reatans or downbaad te your PC

In the bottom section of the window select the most recent database file.
Click on the Download button. The File Download window will open.
Click on the Save button. The Save As window will open.

Select where the file will be saved.

N o g b~ W

Click the Save button. The window will close and the file will be saved to your computer.

Disable SSL Encryption

Because of the size of the 2.0.1 upgrade file, SSL Encryption cannot be running during the upgrade. If you do
have SSL Encryption turned on, follow the steps below to disable it.

To determine if SSL encryption is on or off:

1  While on any bright blue page, Look at the address bar of the browser:
= If the url starts with http:// then SSL is off and you can continue with the upgrade.

= If the url starts with https:// then SSL is on and needs to be turned off before continuing with the
upgrade.

To disable SSL encryption:

1 Goto the bright blue controller board and gain access to it.
2 Find S1 on the board. It will be labeled as S1 Config.

3 Switch the first switch to the Off position (to the left).

4 Your SSI Encryption has been disabled.

Note: Do not forget to turn SSL back on after upgrading.




Before Upgrade 7

Unlock Doors

During the upgrade process all doors will be secured and credentials will not be able to open them. Depending on
the size of your database, the upgrade could take the better part of an hour. If you wish to have any doors remain
unsecured during this time, follow the steps below.

1 Click on the Door Status and Control button. The Door Status and Control section will open.
2  Select all the doors that should remain open during the upgrade.

3 Click on the Unlock button on the right. The Unlock pop-up window will open.

4

Select the Unlock the selected door(s) and maintain the unlocked state until the "Resume”
command is issued option.

5 Click on the OK button.

The selected doors will unlock and will remain unlocked until the upgrade is finished.

Transaction History

The amount of transaction history on your system will determine how long it takes for the system to upgrade to
2.0.1. A database with 460,000 transactions takes approximately 34 minutes to upgrade. Your amount of time will
differ depending on the number of transactions.

To determine the amount of transactions on your system:

1 Go to Utilities.

2  Click on the View system information button. The System Information window will open.
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9 Utilities - System Information
Refresh

System Up Time 1 days 7 hours 2 minutes

Serial Number 5002277

— System and Module Versions

Database size 48572.0 KB

Linux Version Linux 2.6.12.5-fs.1-LxNETES3.2 DE Engine SQLite 3.5.2
Web Server lighttpd-1.4.18 (ssl} ACE Version 1.0.8 2008-06-17
UIE Version 3 1 e ACI Version ACI Version 1.0.2 2008-05-30
CGI Version 0.0.7-D 2007-09-07 ACA Version ACA Version 1.0.7 2008-08-13
— Storage Statistics
Used Free Total
SDRAM 28 MB (45.2%) 34 MB (54.8%) 62 MB
FLASH 15 MB (62.3%) 9 MB (37.7%) 24 MB
USB Drive 60 MB (3.3%) 1932 MB (96.7%) 1999 MB

— Database
Number of Personnel 241 Mumber of Transactions 460796
Number of Doors 17 Oldest Transaction 2009-01-19 09:31:46
Number of Exceptions 10
— Hardware
IP Address 10.45.49.110 Secure Connection disabled
MAC Address 00:02:31:00:3C:D2 Telnet enabled
Hostname sbb-5002277 Beeper enabled

Wiew list of most recent exceptions

3 Look in the Database section. There you will see Number of Transactions.

many transactions are on your system.

This section displays how

4  Take note of this number. You will use it later to determine how long the upload will take.

Download Upgrade Files

If you do not already have the bright blue 2.0.1 upgrade file and the readme.txt file it will be necessary for you to
download them. If you already have the files you can skip this step.

To download the upgrade files:
1 Open Windows Explorer.
a) Right Click on the Start button.
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Open

Search..,
& Snaglt 3
B add to archive...
B add to "Start Menu.rar”
B Compress and email...
B Compress to "Start Menu.rar” and email
Create IS0 image file
Properties

e Cpen All Users

Explore all Users

b) Click on Explore. The Windows Explorer window will open.
2 Type ftp.geoffreynj.com into the Address bar at the top of the window.
3  Press Enter. The Log On As screen will open.
Log On As E|
? Could not login to the FTP server with the user name and password specified.

FTF server: ftp.geoffreynj.com

User name: | b |

Password: | |

After you log on, you can add this server to your Favorites and return to it easily.

& FTP does not encrypt or encode passwords or data before sending them to the
server, To protect the security of your passwords and data, use Web Folders
(WwebDAY) instead.

Learn more about using Web Folders,

[Log on anenymously [J5ave password

Log On H Cancel

4  Type brightblue into the User name field.
5 Type upgrade@?2 into the Password field.
6 Click onthe Log On button. The FTP site will open within Windows Explorer.
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@ ftp://ftp.geoffreynj.com/

File Edit View Favorites Tools Help -.'f
@ Back - \_) l.@ /_\1 Search ‘E:‘ Folders o |3 x g '
Address |E§| ftp://ftp.geoffreynj.com/ v| =
Folders x Name Size | Type
@ Internet Explorer PN image_FLlLL_E.D. 1b.BBupd 21.2ME BBUPD File
BES i oeofreyn. com | | [Elimage_2.0.0_to_2.0.1f BBupd  1,961KE BBUFD File
=) vr T bright blue 2.0, 1 Upgrade.pdf 311KE Adobe Acrobat 7
I5) AGE Spec Zbright blue 2.0.1 Patch.pdf 153KB Adobe Acrobat 7
|3 access manager [Z] readme. txt 757 bytes  Text Document
1) Author IT
I autocad
I bb_meeting
I Bosch
@ cisco —
I company info
1= Daniel 2
. by
< ] | ¥
User: brightblue & Internet

7  Select the image file (image_FULL_2.0.1b.BBupd) and the readme.txt file and copy them to your computer.
Make sure the files are somewhere you can easily find them. (Also download any additional files you may

need, such as the 2.0.1 upgrade patch file and the upgrade and patch manuals.)

Note: It will take approximately 6 minutes for the files to download.

Once the files have finished downloading, you are ready to upgrade your bright blue system.
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Upgrade

Once the steps above have been followed you are ready to upgrade your bright blue system. Upgrading
consists of the following steps:

1 Upgrading to 2.0.1.

2 Waiting while the system converts old data to the new format.
3 Logging back in to the system.

4 Waiting while the system archives transaction history.

After these steps have been completed, it is recommended that you verify the upgrade and backup your database
(details in the After Upgrade section).

Upgrading to 2.0.1

To upgrade your system to v2.0.1 follow the steps below:

Note: Once you receive the Upgrade Successful message (see step 8 below) your system will still need to
convert your old data to the new format. This conversion process can take up to 35 minutes, during which you will
not be able to log in or telnet in to the system. After that process completes the system requires an ADDITIONAL
15 minutes to archive existing transaction history.

1  Click on the Utilities button. The Utilities window will open.

2  Click on the Update system software button. The Update System Software window will open.
3 Click on the Browse button. The Choose file window will open.
4

Select the bright blue 2.0.1 upgrade file image FULL_2.0.1b.BBupd from where it is located on your
computer.

5 Click on the Open button. The Choose file window will close and the Update System Software window will
now have the file path in the field.

6 Click on the Upload button. The Uploading File progress bar will open. This will take approximately 3
minutes. When finished a pop-up will open asking if you wish to continue.

7  Click on the Continue button on the left. The Applying Updates progress bar will open. This will take
approximately 6 minutes.

8  Once this bar is finished this screen will open:
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| Go ta login page

Waiting While Data is Converted

1 At this point your system has been upgraded but you will need to wait while data is converted to the new
format used by v2.0.1. Depending on your database size this step can take as much as 35 minutes to
complete. (A database with 460,000 transactions takes approximately 34 minutes to upgrade.) During this
time you will not be able to log into the system or reach it via telnet and credentials will not work at secured
doors.

Note: Do not power down the bright blue controller during this time.

2 Close the browser window - It is recommended that you close the browser window while the system
converts your data to the new format. You must wait the appropriate amount of time before logging back in
to the system. Reference the chart below for approximate times.

Transactions 65,000 135,000 270,000 405,000

Upgrade Time [approx) 5mins 10mins 20 mins 30 mins

Waiting While Transaction History is Archived

1 After enough time has passed (reference the chart above) log in to the system.
2 Wait 15 minutes for the transaction history to finish archiving.
3 Check to make sure archiving is finished:

a) Go to Utilities
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b) Click on the Save archived transactions button. The Archived Transaction window will open.

== Utilities - Archive Transactions B
Download [_] Help

|u§ Save Historical Transactions

Select a transaction history file from the list below to download to your PC.

December. 2008
November, 2008
October, 2008
September, 2003
August, 2008
July. 2008

June, 2008

May, 2008

April. 2008
March, 2008
February, 2008
January, 2008 b

c) The list will populate as transactions are archived. The system will archive all but the last 30 days of
transaction history. The process is finished when you can see the most recent month, minus 30 days.

= Example 1: You are upgrading on August 5, 2009. 30 days prior to August 5 is July 7th. So, when
you see July, 2009 in the Archive Transactions window, the system has finished archiving.

= Example 2: You are upgrading on August 31, 2009. 30 days prior to August 31 is August 1. So,
when you see August, 2009 in the Archive Transaction window, the system has finished archiving.

Troubleshooting

If you cannot successfully log into the system after upgrading to 2.0.1:

= Close the browser and restart it. Type in the URL of bright blue and log in.

= If 40 minutes pass after receiving the Upgrade Successful message, and the system won't allow you to log
in, please call technical support for help.

If you accidentally click the Go to login page button after upgrading to 2.0.1:
= Close out of the browser and wait appropriate amount of time before logging back in.
If you successfully log into the system but credential acknowledgment is not taking place:

= Please wait. The transaction history has not been completely archived and your data has not finished being
converted to the new format. The system must finish before coming back online.
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After Upgrade

After the upgrade has finished follow the steps below:

1 Verify successful upgrade.
2 Backup your new v2.0.1 database.

3 Access archived transaction history (if desired).

Verifying Successful Upgrade

To verify the version number:

1 Click on the About button the left of the bright blue window. The About window will open.
2 Check where it says Version: It should read 2.0.1.

3 Ifitreads as 2.0.1 you have successfully upgraded to bright blue version 2.0.1.

To verify card reader operation:

1 Goto acard reader.
2 Swipe a valid credential.

= If the door opens, move on to the next step.

= If the door does not open, your system is still upgrading.
3 Repeat steps 1 and 2 at a few other card readers.

= If they open, your system has finished upgrading.

= If they do not open, wait a few minutes and repeat steps 1 and 2.

Backup Database

The older versions of your database will no longer work with 2.0.1 so it is recommended that, as soon as the
upgrade is finished and verified, that you backup your new 2.0.1 database.

Note: The upgrade removes all saved databases. You will not see any in the Nightly Backups section of the
Download and Restore database window.

To backup your database:

1 Click on the Utilities button.

2  Click on the Backup Database button. The Backup confirmation pop-up window will open.
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Database Utilities x|

This action will temporarily suspend the bright
blue application interface while the database is
being prepared for backup. Would you like to
continue?

Continue Cancel

3 Click on Continue. The pop-up window will close and the progress window will open.

NOTE: the system will be temporarily disabled while the database is backed up.

4 When the progress window finishes the database will be backed up and the Please note pop-up window
will open.

Utilities - Database ]

Please note

The database backup
completed. You can download
it from the 'Download and
Restore database' page.

Download and Restore database

5 From here either:

a) Click on the X button in the top right corner of the pop-up to close it and return to the Utilities main page

or

b) Click on Download and Restore database to go to the Download and Restore database page.
You can save the new backup file to your computer from this section if you wish.
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Archive History

During the upgrade process all but the last 30 days of transaction history will be archived. That means that any
reports run after the upgrade will only include information for the last 30 days. All transaction history previous to

that has been archived.

To enable downloading:

= Follow the steps in the Enabling downloads with Internet Explorer section of the User's Manual.
This will permanently enable downloading.

OR

*= Hold the Ctrl key down while clicking on the Download button in step 4 and while clicking on the Save
button in step 5 (see steps 4 and 5 below). This will temporarily enable downloading.

To access the archived history:

1 Go to Utilities
2  Click on the Save archived transactions button. The Archived Transaction window will open.

== Utilities - Archive Transactions E3
Download [_] Help

|lif Save Historical Transactions

Select a transaction history file from the list below to download to your PC.

December. 2008

Janua\‘j 2008 b

3 Select the month you wish to download.
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4  Click on the Download button. The File Download window will open.

File Download

X

Do you want to open or save this file?

@ j Mame: bb_Transactions_2003-12.csv
HL Type: Microsoft Office Excel 97-2003 Worksheet, 59568

From: 10.45.49.21

Open ][ Save ] [ Cancel |

Always ask before opening this type of file

g While files from the Intemet can be useful, some files can potentially
N harm your computer. f you do not trust the source, do niot open or
= save this file. What's the risk?

Click on the Save button. The Save As window will open.

Select where the file will be saved.

Click on the Save button. The transaction history file will be saved to your computer.

o N o O

Use Excel (or other .csv spreadsheet program) to open the file and view the information.

Note: MS Excel has a 65,535 line maximum. If you exceed this maximum you receive a "Files not loaded
completely” message. You will need to use a different spreadsheet program to open these files.
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